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Abstract- The rapid proliferation of IoT networks for
critical fields, such as healthcare, industrial automation,
and smart cities, brings into sharp focus the urgent need to
ensure their security. IoT networks are inherently very
vulnerable due to their energy-constrained nature and
radio transmission dependence. Such factors make RPL
one of the most susceptible protocols to various attacks,
directly influencing network reliability and resilience.
These include the DIS flood attack, which has grave
threats in energy-sensitive applications. This paper,
therefore, conceptualizes a systematic methodology in the
design of energy and radio datasets to detect attacks in [oT
networks, considering one of the critical attacks: the DIS
Flood attack in RPL-based networks. The performed
simulations of normal and attack scenarios in Cooja, which
provides real-time power consumption and radio activity
metrics. Our approach will allow for the accurate tracing
of power and logging of radio activity, hence providing a
dataset that will reflect network behavior both in benign
and attack conditions. Our results indicate huge disparities
in energy consumption and radio metrics at the instances
of attacks, showing critical vulnerabilities in [oT networks.
These datasets were then used to develop models for
machine learning and deep learning, and the overall
efficacy provided by these models in detecting DIS Flood
attacks was high. Precisely, some of the deep learning
models realized detection accuracies of over 95%, further
improving over traditional rule-based approaches. This is
an important research area, considering that IoT devices
continue to be installed in sensitive applications and that
security breaches may lead to disastrous situations. The
work presented here contributes to both IoT network
resilience and energy efficiency. Thus, this will bring more
effective detection systems and contribute to a robust
security architecture for the fast-evolving landscape of
IoT.

Keywords: [oT Security, RPL Protocol, DIS Flood
Attack, Energy Consumption, Radio Metrics, Machine
Learning, Deep Learning, Power-Trace, Cooja Simulation,
Intrusion Detection System (IDS), Datasets.

1. INTRODUCTION

The exponential increase in IoT achieved
unprecedented connectivity regarding smart cities,
industrial automation, healthcare, and agriculture.
However, this phenomenal increase in networked devices
has also caused severe challenges to security, particularly
for energy efficiency and radio communications of these
networks. This is more relevant to the RPL, which forms
the basis of many [oT deployments and stands out as being
highly vulnerable against attacks that try to disrupt the
stability of the network, increase energy consumption, and
degrade its performance.

Power and radio represent two of the most important
resources in [oT networks, directly affecting the durability
and reliability of distributed systems. Security of these
components is highly important in resource-scarce and
low-power environments, since attacks can lead to huge
deteriorations. The most well-known one is a DODAG
Information Solicitation DIS Flood attack, where
malicious nodes flood the network with solicitation signals
forcing other nodes to uselessly waste their energy. That
proves the need for sound security addressing different
attack types and scenarios.

Thus, the detection of DIS Flood attacks becomes
challenging because they rely on energy drainage and
increasing radio activity on resource-constrained nodes.
The traditional methods usually fail to recognize these
energy-related impacts, and hence early detection becomes
hard, which puts network resilience in jeopardy. This work
will introduce a new approach based on the comprehensive
creation of energy and radio datasets for ML and DL
models. Different from existing works focusing on a single
attack or certain specific metrics, the proposed framework
captures a wide range of network activities both in normal
and under-attack status. Integrating power trace data
enables the recording of real-time energy and radio
metrics, thereby allowing our methodology to develop
more accurate detection models. This Approach
Contributes Not Only to Early Detection but Also to Long-
Term Energy Efficiency and survivability in [oT networks.

Registered: 240705
Reserved: 240916

Article Info: 1905

Accepted: 241126
Available: 241231

106



International Journal on “Technical and Physical Problems of Engineering” (IJTPE), Iss. 61, Vol. 16, No. 4, Dec. 2024

This timeliness of the study underpins the increasing
deployment of IoT in critical applications where security
breaches might have serious implications. Holistic dataset
creation may provide a base for developing advanced
ML/DL models dealing not only with energy but also with
radio metrics. The contribution of this paper is new in
providing a comprehensive dataset and an adaptable
methodology toward improving resilience and energy
efficiency in IoT deployments, considering a significant
step forward in IoT security research.

2. RELATED WORKS
Recent years have included significant research efforts
aimed at Elevating the security of Internet of Things (IoT),
including those that use the (RPL). Multidisciplinary
research has investigated multiple aspects of loT security,

encompassing the advancement of IDS, the
implementation of machine and deep learning
methodologies, and the generation of specialized datasets
tailored to specific attack categories. Nevertheless, a
prevalent constraint in this research is the insufficient
attention given to energy and radio-specific datasets,
which are crucial for comprehending the whole
consequences of attacks on IoT networks.

Table 1 presents a comprehensive comparison of
significant research endeavors in this field, emphasizing
the employed methodology, suggested contributions,
reported results, and recognized limits. A comparison
study highlights the distinct benefit of our proposed work,
which fills these gaps by offering a complete framework
for creating energy and radio information specifically
designed for different attack scenarios in IoT networks.

Table 1. Advancements in RPL IoT datasets generation

3.1. Methodology Description

The proposed methodology as shown in Figure 1 will
emulate the normal and attack behaviors in IoT networks
by applying the Koja simulator [11]. Simulations to be
conducted are those that will serve to produce traffic data
in two scenarios: normal traffic and an RPL flood attack
scenario. Thus, benign and malicious network traffic data
will be collected to have an integral view of network
activity under various conditions. This is done by tracing
in the simulator, where real-time power consumption and
radio communication are observed.

Work Methodology Used Proposed Work Results Limitations
Developed a data collection | Created a dataset tailored , No specific focus on other RPL attacks beyond
. . Demonstrated the dataset's . .
[6] framework for IoT IDS, tailored| to IoT environments to applicability to ToT security needs dataset creation. Lacks emphasis on energy and
for 6LoOWPAN/RPL and CoAP | address IDS limitations | . . radio dataset generation, relying on general network
. . ith a focus on specific protocols. S
protocols. with existing datasets. datasets with limited captured features.
Methodical evaluation of
machine learning and deep  |Analyzed existing ML and . . Review-based; lacks practical implementation or
. - . ) . Identified gaps in current research .
learning techniques for DL techniques, identified . . | experimental results. Does not generate energy and
[71 | s . and proposed improvements in . . ;
identifying attacks in RPL-based| challenges, and proposed ML/DL methodologics radio datasets, depending on generic network data
6LoWPAN Internet of Things | future research directions. 8ICs. with a limited scope of captured features.
networks.
Simulated [oT networks to Introduced Prov1d§ da d1v§rse dataset Focus limited to sinkhole attacks; no exploration of
. UOS_IOTSH_2024 covering multiple attack
create a comprehensive dataset - = . [ other attack types. Does not address energy and
[8] . . dataset focusing on scenarios, aiding in the - . .
for sinkhole attacks using . . . radio-specific datasets, relying on broader network
sinkhole attacks in RPL- development of detection . .
COOJA. datasets with a restricted range of features.
based IoT networks. methods.
Proposed an ANN model for |Developed an ANN-based Achieved high accuracy in Limited to decreased rank attacks; did not cover
. b . other RPL attack types. Lacks focus on generating
[9] detecting decreased rank attacks| detection framework for | detecting decreased rank attacks enerey and radio datasets. utilizine seneral network
using IRAD dataset. RPL-based IoT networks. in RPL networks. gy . A e
datasets with minimal feature capture.
. Hybrld DL mgdel Achieved 98% accuracy for Dependent on dataset quality; performance may
Developed a hybrid DL-based [combining supervised and o S
. . . . known attacks and 95% for  |vary with different datasets. Does not concentrate on
[10] IDS using IoTR-DS dataset for | semi-supervised learning . . . . .
. . unknown attacks in RPL energy and radio data, instead relying on generalized|
detecting multiple RPL attacks. to detect known and .
networks network datasets with a narrow feature set.
unknown attacks.
Investigated IoT network Developed a methodology
security challenges, focusing on | to create energy and radio | Showcased the effectiveness of
energy and radio metrics. datasets specifically for the proposed dataset in
Proposed Employed a comprehensive IoT environments, identifying and mitigating loT
V\})ork framework for dataset enabling the detection and| network attacks, particularly
generation using power trace mitigation of various enhancing the detection
data to capture both normal and | attacks using machine capabilities for energy-related
attack scenarios in RPL-based |learning and deep learning| anomalies and radio disruptions.
IoT networks. models.
3. METHODOLOGY This change in code was implemented on Koja by

applying the power trace functions necessary for the
simulator to generate the power and radio metrics
accordingly. From these collected metrics, twelve special
features are extracted, related to energy and radio, the
datasets are then prepared as benign and as malicious
datasets. These last datasets have been additionally
preprocessed to be made ready for machine learning and
deep learning models' implementations. The proposed
framework avails an overall technique for developing
newer datasets that can contribute toward a more secure
and energy-efficient development in IoT networks.
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Figure 1. Proposed approach

4. SIMULATIONS PHASE

4.1. Simulations Phase

To accurately evaluate the effects of the DIS Flood
attack on an IoT network, two separate scenarios as shown
in Figures 2 and 3 were created and tested, a normal
functioning scenario and an attack scenario. The purpose
of these scenarios was to measure the fluctuations in
energy usage and radio activity metrics across various
network situations.

Standard Scenario, Under typical circumstances, the
IoT network functions without any malicious behavior.
The network topology has numerous nodes, with each
node being depicted as a purple circle, and a root node
represented by a green circle (Node 1). Nodes
communicate via established RPL routes, which are shown
by blue arrows representing the flow of data between
nodes [12, 13]. Every node carries out basic operations
such as transmitting and receiving data packets at regular
intervals. The red circles surrounding the nodes depict the
communication range of each individual node. In this
scenario, power and radio measurements are gathered to
establish a reference point for energy usage and network
activity in a typical, undisturbed condition [14, 15]. The
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acquired data encompasses the duration of CPU activity,
low power mode (LPM) duration, transmission duration,
and listening duration, offering a full perspective on the
network's typical operational state.

In the attack scenario, a malicious node (Node 22) is
introduced to simulate a flood attack known as DIS
(DODAG Information Solicitation) Flood. The attacker
node, depicted as a yellow circle, persistently transmits an
excessive number of DIS messages to its adjacent nodes
(Nodes 15, 16, 18, 19, 20, and 21) [16], as seen by the blue
arrows. These messages inundate the network with control
traffic, leading to the impacted nodes expending resources
on processing superfluous control packets and regularly
updating their routing tables.

The attack results in substantial disturbances in the
network's functioning, resulting in elevated energy
consumption and intensified radioactivity in the nodes
located near the attacker. This scenario demonstrates the
effects of the DIS Flood attack on the stability of the
network, the efficiency of energy usage, and the reliability
of communication. The gathered data offers valuable
understanding of the unusual patterns that arise during the
attack, assisting in the formulation of efficient detection
and mitigation techniques.
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the CPU utilization and, as the X-axis it is plotted for time

‘ @ ‘ in seconds. For this case study in the normal behavior, that
is, for Figure 4, the CPU load also increases in phase with

time i.e. we see a consistent increase for all nodes involved

@ @ @ in the network. The X-axis region is 0 to 1800 seconds

when the Y-axis direction is almost 450000 ticks. The
CPU utilization increases in rate as the time progresses at

a steady rate, signifies an operation with no any packet
drops and no delays for this timeline.
It illustrates normal operation of a network in which

the CPU does not reach its maximum utilization owing to
the fact that all applications share the CPU load fairly. In
Figure 5 that represents the attack scenario the trend
deviates significantly beyond the normal trend. The
scenario also implies very unexpected behavior in the

attack since the time ranges from 0 to 1800 seconds and

the vertical line goes up to 856000 ticks which shows

.. remarkable increase in CPU due to the attack.

; " . During attack the values of average CPU usage
. R R A ! e ) increases faster due to more compute power demanded by

“ N “ the DIS flood attack. This is an attack that overloads the
> network with cycles of continuous DIS messages and
| @ according to the result some nodes end up having way too
much subletting than usual. Nonuniform distribution of
@ consumption of CPU in the background of normal scenario
@ is observed to be different in the attack condition. This
happens because of maximum employment of resources
that leads to great increase in CPU usage and has a direct
effect on overall network performance, specifically its
power tariffs and scheduling. Processing power is also
required very much, and these circumstances will cause
huge impact of the DIS flood attack on the network.

The evaluation of normal and attack situations reveals

Figure 3. Flooding attack simulation map .
the negative outcomes of DIS flood attacks on Internet-of-

5. RESULTS AND ANALYSIS Things (IoT) networks. In normal conditions the network
functions well with CPU consumption stopping at about
5.1. CPU Evolution 450,000 ticks at the end of the simulation. In turn, during

the attack, the higher level of the CPU consumption is
around 856,000 ticks, which further highlights the
resources and the energy consumption of the network
under the attack.

The graphs displayed in the following, that is, Image 4
and Image 5, show the utilization of the CPU at a particular
time during normal and attacker instigated conditions,
respectively. As an axis, the Y-axis represents the tick of
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Figure 4. Average CPU over time during normal simulation
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Figure 5. Average CPU over time during attack simulation
5.2. LPM Evolution makes better efficiency when it comes to energy saving,

Figures 6 and 7 represent the average LPM utilization
across time under normal and attack conditions. LPM
Utilization in this case, on both Figures 6 and 7 means how
much time in clock cycles a device in the network spent or
went about in the low power modes. It’s a critical
parameter for energy efficiency as it tracks the time during
which a certain node is in the low power states and there is
no communication activity [17, 18]. The X-axis represents
the time covered in the specified span seconds.

During the normal simulation however i.e. as shown in
Figure 6, the average LPM usage experiences an upward
trend with time, peaks at slightly under 69,000 ticks before
coming to a halt as the simulation period ends. That
enables us to start with the reaction to the network by the
able-bodied units, and reference to the gradual rise on the
graph particularly in the range of the first 250 seconds it
will be followed by stabilization of LPM usage. The
increase in LPM usage however shows nodes use low-
power mode often when there is no communication going
on active range, a measure for energy saving [19]. The
controlled LPM usage across the network is an indication
that the use of the network is evenly distributed and there
is no overload or strange activities.

On the other hand, the DoS scenario in Figure 7 was
characterized by very low average LPM usage, with the
maximum values being about 35,000 ticks. By contrast,
the drop is more pronounced during the latter half of the
simulation conveying the heavy damages caused by the
attack. While the attack in itself does not drain the
network, it is discovered that the active prevention of the
intended frame increases traffic, making nodes respond
more frequently to the heightened traffic thereby
decreasing LPM usage. This behavior has a profound
impact on energy conservation, leading to higher net
energy outlay.

The comparison of Figures 6 and 7 points out the
increasing amount of energy that the attack wastes in the
operation of the network. Where the normal scenario
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the attack alternative makes the utilization of LPM
variable explaining the higher energy consumption due to
the network. This analysis strengthens the evaluation of the
importance of appropriate defense systems which are
essential in reducing these attacks energy costs which
affect the performance of the network.

5.3. Transmit Evolution

Figures 8 and 9 illustrate the average Transmit (TX)
time across all normal and attack scenarios. The Y-axis of
these graphs corresponds to TX time in ticks, where ticks
refer to the number of clock cycles taken by a node to send
data [20]. This value is indicative of the activity and
congestion of the network as well as the data management
capacity of the nodes in the network. The x axis indicates
time represented in seconds of the simulation.

During the normal simulation (Figure 8), there is a
gradual rise in the TX time for all the nodes and after the
1800 seconds simulation it reaches a little less than 320000
ticks. Such steady growth means that the nodes are
transmitting data outwards evenly to all directions without
much congestion or abnormality. The slight variations in
the TX time cause the behavior in the network to be made
up of nodes being in some usually congested mode with
respect to data transmission, where the nodes are
performing simple tasks of suppressing and forwarding
data and sending control messages from time to time.
Wrong science fiction movies spoil the whole
implausibility quite well, however, the consistency of the
TX time across nodes in normal conditions indicates that
the network is functioning optimally without any
congestion.

However, in an attack scenario (Figure 9), TX time
goes to another level, with the nodes bearing the brunt of
the DIS Flood attack displaying the most dramatic
increase. The Y-Axis is now up to 700,000 ticks, much
larger than 320,000 ticks in the case without an attack.
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Figure 6. Average LPM over time during normal simulation
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Figure 7. Average LPM over time during attack simulation

Such steep growth means that there is an escalation in
transmitting volume considering the nodes that are being
inhibited are the very ones being bombarded with DIS
speeches. Correspondingly, these particular nodes endure
longer TX times, with some reaching performing
semblance of up to 700,000 ticks. Such an impact is
predictable as the network has been attacked by high
volumes of control messages, making some of the nodes
transmit data for a longer period than normal.

The situation of the target scenario moreover
showcases a traffic distribution distortion, meaning that
some parts of the network get saturated while the others
remain virtually calm. Such results show that there was a
high increase in TX time experienced by the affected nodes
while the unaffected nodes kept their TX time quite steady

and low which suggest that the attack tends to put most of
the network traffic to some specific nodes. This results in
high congestion and more transmission delays for the
nodes under attack and conversely for other nodes the
situation remains normal.

The difference between ‘normal’ and ‘attack based’
scenarios is very significant and straightforward with
respect to the usage of the network in the case of DIS Flood
attack. The network is operationally functional in the
normal situation and the nodes are able to adhere to
designated times for the relay of the packets. But in the
attack situation the system gets choked up and some of the
nodes are made to bear an unreasonable amount of load in
terms of transmissions resulting to increased power usage
and processing latencies.
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5.5. Radio Activity Evolution

Figures 10 and 11 depict the mean representation of the
radio activity utilization of nodes over a certain period
during both attack and normal states. Both graphs have Y-
axis as the percentage of radio activity signifying the
period spent by a node's radio ‘on’, as either ‘transmit’ or
‘received’ over the overall duration of the simulation with
the X-axis being time in seconds of the simulation [21]. In
normal conditions simulation (refer to Figure 10), the
average radio activity is observed to be on the following
low values, between 0% and going up to approximately
7% towards the end of the 1800 seconds duration
simulation. Such a low radio activity means that the nodes
perform quite well in terms of communication by spending
most of the time, not engaged in any communication
activity, but rather in idle state or even in a low power
mode [22]. The slight changes in the levels of the radio
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energy are typical, as in a normal network, some nodes will
be energized to send/receive data while most of the time,
they will be off with no energy wastage. In general, the
network is active and communicates very well without
excessive use of radio for all nodes.

On the other hand, the attack scenario (Figure 11)
reveals high levels of radio activity with a specific focus
on the nodes affected by the DIS Flood attack. The Y-axis
rises as far as 86.7%, which is extremely higher than the
statistics in the normal case study. This increase shows that
the affected nodes in question have their radios on either
receiving or sending information and even active
communication allows for up to 86.7 % of the members
active at a given moment. The nodes are attacked, and so
instead of a dialogue there is a barrage of DIS messages
that these nodes have to process resulting in increased
radio activity with respect to time and energy costs.
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This difference in the normal and attack scenarios
illustrates the element of communication disruption with
regards to the DIS Flood attack. Normal scenario indicated
that radio activity would be low signifying low energy
communication. In the attack scenario on the other hand,
radio activity increased significantly for the nodes under
attack causing higher energy costs and extra explanation
costs. Nodes that were not affected, on the other hand, had

N R T
%‘\Qb‘(\b\%.\
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Normal Radio Usage (%)
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a fairly low and stable level of radio activity which
demonstrates the effect of the attack on the distribution of
network traffic. This part shows the severe effects of recent
DIS Flood attacks on overall network performance with
emphasis on efficiency of communication and energy
consumption. Attacks cause those nodes to radiate more
understanding that they are trying to perform additional
communication which throws everything out of balance.
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Figure 10. Average radio activity over time during normal simulation
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Figure 11. Average radio activity over time during attack simulation

6. ENERGY-RADIO DATASETS GENERATION

6.1. Mote Output

The Table 2 below showcases a sample of the "Mote
output" window from the Contiki Cooja simulator. This
window offers comprehensive real-time logs of different
parameters and metrics for each node (mote) in the
simulated IoT network [23]. The output is crucial for
monitoring and analyzing the behavior of each mote
during the simulation, especially in scenarios that involve
network attacks.

Every row in the output corresponds to a particular
moment in the simulation, indicated by:
e The Time column (for example, "00:51.306" represents
51 seconds and 306 milliseconds).
e The Mote column specifies the particular node, such as
"ID:12" for the node with ID 12.
e The Message column records different metrics related to
that node at the specified time.

The recorded metrics in the Message column
encompass:
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o P (label): Represents a distinct identification or label
linked to the message.
e The numbers "All CPU," "All LPM," "All Transmit," and
"All Listen" represent the aggregate energy consumption
metrics for CPU, Low Power Mode (LPM), transmission,
and listening activities up to the current point in the
simulation, measured in ticks.

The Figures "1225722", "26393", "4054", and "0"
correspond to the cumulative energy consumption of CPU,

e Rime Address (e.g., 6405): Represents the distinct
identifier of the mote inside the network, enabling the
recognition of communication patterns and data
transmission between nodes.

The extensive logging allows for a thorough
examination of the network's energy usage and operating
effectiveness. Researchers can use it to precisely identify
the specific instances when nodes depart from their usual
behavior, particularly when they are under attack. The
detailed data collected in the "Mote output" is essential for

verifying the simulation findings, creating precise energy
consumption models, and improving the detection skills of
machine learning algorithms for IoT network security.

Through the analysis of the results, researchers can
gain a deeper understanding of how network attacks
Impact the energy usage of particular nodes and the overall
performance of the network. This knowledge is crucial for
the development of stronger and more resilient security
solutions for the IoT.

LPM, transmit, and listen, respectively.

e The values CPU, LPM, Transmit, and Listen represent
the energy usage for the current cycle for CPU, Low Power
Mode (LPM), transmission, and listening operations,
respectively. The cycle-specific measurements offer
detailed information on the immediate energy use at every
time interval.

Table 2. Sample of Data collection using power trace

Time Mote P All-CPU All-LPM [ All-Transmit | All-Listen CPU LPM | Transmit energy [ Listen energy
00:41.306 ID:12 | 0.18 85369 1225722 26393 40514 28456 | 29452 22935 5511
00:50.353 ID:19 | 0.18 124722 1513925 50848 31403 22028 ] 31051 32155 4661
00:50.355 ID:12 | 0.18 120545 1518137 29570 37702 17436 | 32528 21392 5786
00:50.469 ID:12 | 0.18 118816 1518471 46253 48750 30857 | 30257 46253 7764
00:50.470 ID:12 | 0.18 126032 1465419 60194 46603 23901 | 27684 25282 4122
00:50.544 ID:12 | 0.18 196959 1453970 91063 91063 46361 | 46061 46061 3763
00:50.684 ID:12 | 0.18 197500 1440154 98090 80920 12578 | 26825 18732 5229
00:50.717 ID:19 [ 0.18 223507 1407747 107380 77392 23890 [ 28516 29305 5421
00:50.717 ID:12 | 0.18 94964 1496464 40224 33335 19498 | 20144 20914 5297
00:50.791 ID:5 | 0.18 66221 1463712 21116 22935 14537 | 31178 13178 2901
00:50.795 ID:9 ] 0.18 82900 1493834 44220 24177 22597 | 37380 15377 3903
00:51.014 ID:5 ] 0.18 85316 1557974 26163 31980 13724 | 30034 31980 3249
00:51.273 ID:4 ] 0.18 125844 1512737 50546 40662 30836 | 28879 21881 4397
00:51.306 ID:12 | 0.18 114783 1523860 50657 48765 33270 | 29411 32981 6874

6.2. Captured Features

In order to properly observe and analyze the energy
usage trends of IoT nodes in our simulations, we employed
the "power trace" plugin in the Contiki operating system.
Table 3 presents an exhaustive list of the different
characteristics recorded by the "power trace" plugin.

This plugin is essential to measuring the performance
and energy efficiency of each node, whether it is operating
normally or wunder attack. This analysis offers a
comprehensive understanding of how power is used by
each node in various operational modes [24, 25].

Table 3. Energy and radio captured features

Index Feature Description
1 Simulation Time Total duration of the simulation.
2 Clock Time Measured in ticks per second (default is 128 ticks/second).
3 Mote ID Unique identifier for each mote in the network.
4 Label Assigned label for the mote.
5 Rime Address Network address of the mote in the Rime protocol.
6 Sequence Number Sequence number associated with data packets.
7 Total CPU Energy Cumulative CPU energy consumption.
8 Total LPM Energy Cumulative energy consumption in Low Power Mode (LPM).
9 Total Transmit Energy Cumulative energy used for data transmission.
10 Total Listen Energy Cumulative energy consumed while listening for data.
11 Total Idle Transmit Energy Energy consumption during idle transmission states.
12 Total Idle Listen Energy Energy consumption during idle listening states.
13 CPU Energy (Cycle) CPU energy consumption for the current cycle.
14 LPM Energy (Cycle) LPM energy consumption for the current cycle.
15 Transmit Energy (Cycle) Energy used for data transmission in the current cycle.
16 Listen Energy (Cycle) Energy consumed while listening in the current cycle.
17 Idle Transmit Energy (Cycle) Idle transmission energy for the current cycle.
18 Idle Listen Energy (Cycle) Idle listening energy for the current cycle.
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Through the analysis of these characteristics, we can
evaluate the effects of various attack scenarios on the
energy consumption and operational efficiency of IoT
nodes. Usage metrics such as all-CPU, all-lpm, all-
transmit, and all-listen provide data on the overall energy
use for the whole simulation duration. On the other hand,
cycle-specific metrics like CPU, Ipm, transmit, and listen
help us identify changes in energy consumption at smaller
time intervals.

6.3. Sample of the Prepared Dataset

The Table 4 below provided displays a sample of the
Energy-Radio dataset that has been selectively compiled
to record the fundamental energy usage and radio activity
measurements of [oT nodes during regular operation.

This dataset is an essential element of our research,
specifically created to establish a thorough foundation for
comprehending the fundamental characteristics of IoT
devices in relation to energy efficiency and
communication patterns, Through the systematic
recording of metrics like as CPU duty cycle, low power
mode utilization, transmission and reception counts, and
associated energy expenditures, this dataset enables a
comprehensive examination of how each node manages
processing tasks and conserves energy. Radio activity
percentages provide a measure of the communication
overhead encountered by the network, indicating the level
of participation of each node in transmitting and receiving
data.

Table 4. Sample of the prepared dataset (DIS and Hello Flooding attacks)

Time D | Seano CPU Duty| Low Power [ TX RX X RX CPU Low Power | Low Power Radio
4 Cycle Mode Count [ Count [ Bytes [ Bytes | Energy Energy Energy
00:10.4 8 1285 0.18 0 3866 [ 324631 0 3337 | 20541 3113 3113 1.01%
00:10.5 11 1285 0.18 0 14151 | 314323 | 3955 | 4174 [ 20563 2393 2393 2.47%
00:10.6 2 1285 0.18 0 14811 | 313658 | 5602 | 3497 [ 45210 2661 2661 2.77%
00:10.6 6 1285 0.18 0 21502 |307040 | 7207 | 4979 | 52100 2681 2681 3.70%
00:10.7 18 1285 0.18 0 9044 (319429 [ 3041 [ 3982 | 56234 2465 2465 2.13%
00:10.7 4 1285 0.18 0 9353 [319147 [ 3040 [ 4339 | 52398 2404 2404 2.24%
00:10.7 7 1285 0.18 0 12505 | 315972 | 3152 | 4629 [ 25874 2984 2984 2.36%
00:10.8 14 1285 0.18 0 12964 | 315518 | 3229 | 4145 [ 96523 2568 2568 2.24%
00:10.8 15 1285 0.18 0 14350 | 314126 | 5367 | 5573 [ 52411 2736 2736 3.33%
00:10.8 20 1285 0.18 0 7982 320516 | 1921 2949 36592 2866 2866 1.48%
Table 5. Testing the methodology on other routing attacks
. . . Number of
Attack Type Description Impact on IoT Network Affected Metrics Potential Detection with Dataset Rows
Proposed Framework
Generated
Malicious nodes flood the Increased CPU utilization.
network with DODAG > | CPU energy, LPM energy, [ High detection accuracy
DIS Flood . S reduced Low Power Mode . . . . L
Information Solicitation . . transmit and listen times, |due to noticeable deviations| 103,478 rows
Attack . (LPM), and heightened radio . p . . .
messages, causing resource .. radio activity. in energy and radio metrics.
. activity near attacker nodes.
exhaustion.
An attacker node falsely High radio activity due to Radio activity, transmit Detectable through
Sinkhole Attack advertises itself as havmg the | incorrect routing, 1nf:ree}sed time, 1n01feased energy abnOITnaI radio and energy 94,621 rows
best route, attracting and energy consumption in consumption at affected | metrics as affected nodes
dropping packets. affected nodes. nodes. transmit excessively.
Two malicious nodes create a [Increased transmission delays [ransmission delays, uneven Can detect increased
CPU and energy o S
Wormbhole tunnel to relay packets, and uneven energy . transmission and listening
. .. > . consumption across nodes, | .. . . 98,905 rows
Attack bypassing legitimate routing | distribution across network . - times, especially in nodes
abnormal transmit and listen
paths. nodes. times near the wormhole tunnel.
. An attac}(er increments the Increased control traffic, ln‘creased transmit and ¥1sten Detectable through spikes
Version RPL version number, forcing . times, CPU energy spikes |. .
- heightened energy usage, and in energy consumption and| 87,254 rows
Number Attack| nodes to rejoin the network 1 due to unnecessary network
. reduced network stability. control traffic patterns.
unnecessarily. reconvergence.
Selective Malicious nodes selectively Redgced packet del}vgry rates,) Radio activity, increased Detectable through radio
- . . leading to retransmissions and| retransmission attempts, o .
Forwarding drop packets, disrupting . . Cr activity and retransmission | 82,789 rows
L higher energy usage in energy consumption in .
Attack network communication. . o anomalies.
surrounding nodes. transmitting nodes.

7. GENERALIZATION OF THE FRAMEWORK TO
MULTIPLE IOT ATTACKS

Having considered the configuration of the proposed
framework with various IoT breach scenarios, Table 5
represents a detailed paradigm of conditions related to the
suitableness of the proposed framework for given IoT
attack scenarios. For each attack type, the table identifies
the most salient features, the impact on the IoT network,
the energy as well as radio parameters, and the how well

again considering in this side the framework can be applied
with respect to detection of attacks. Furthermore, data
relating to the number of rows in the dataset produced as a
result of each attack within the experiments, stressing the
expanse and grasp of the research data.

The scope of these attack scenarios encompasses the
generic and frequent RPL based IoT attacks where they
include the DIS Flood, Sinkhole, Wormhole, Version
Number and Selective Forwarding predominant in the
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discrete event robustness attacks. Such attacks relate to
energy consumed by nodes in the network, network
topology, usage of resources and more importantly, the
extent of communication. It is evident from the table that
the DIS Flood detection frame, which was designed for
that specific attack, explains why it is able to detect other
attacks as it is based on the efficiencies of energy and radio
metrics. Further study was proposed to increase the
number of attack scenarios and developed larger datasets
for better training and testing of the model.

8. THE USAGE OF DATASETS FOR MACHINE
LEARNING MODELS

The scheme is represented in the Figure 12 below,
showing the overall procedure of utilizing the energy and
radio data prepared for training and testing machine
learning models against the Internet of Things (IoT)
attacks. Explanation of items on each particular stage of
the process is given below. First, the preprocessing is
accomplished by fairly balancing the dataset according to
the normal and attack instances. Afterward, the data is
transformed which results in consistent feature values
through multiple scales. Features of interest are selected
that will undergo Principal Components Analysis (PCA)
for even more fine-grained selection and ensured reduction
of the model training phase to the significant features only.

Here, the models are classified and trained using
adjustable back-propagation rules with Adam, an
optimizer, such that the model can learn from both good
and malicious cases. In addition, the steps comprise setting
the model to have the right number of hidden layers with
non-linearity to be able to capture the more complicated
behaviors of the attacks. Testing the trained model for
generalization using unseen samples is performed and
others aids the way the model was built, models its
performance by performing K-Fold cross validation on
many sub-blocks of the dataset.

Finally, these models are used to detect attacks. For this
purpose, it assigns the end devices in the IoT network as
either normal or attacker. When a deviation in energy and
radio metrics is observed, abnormal or rogue nodes are
recognized. A structured approach, starting from the
dataset consolidation till the very end of the model
validation, effectively detects IoT security issues.

9. CONCLUSION

This work introduces an innovative approach to
creation of a thorough energy-radio dataset specifically
designed for the investigation of IoT network security. The
DIS Flood attack is used as a case study for this purpose.
Utilizing power trace metrics, the proposed system
captures comprehensive energy consumption and radio
activity patterns across all nodes. This framework
establishes a strong basis for the development of machine
learning and deep learning models that target the detection
and mitigation of different IoT network attacks.

Our study reveals statistically significant differences in
energy usage and radio activity, especially for nodes
located near the attacker, when comparing normal and
attack circumstances. The mentioned variations emphasize

the decisive influence of DIS Flood attacks on the
performance and energy efficiency of networks, therefore
emphasizing the necessity for efficient methods of
detection and response. The dataset produced not only
enables the detection of anomalous activities linked to
security risks but also assists in the development of energy-
efficient IoT networks by uncovering possibilities for
enhancing power efficient utilization.

The pressing nature of this research is motivated by the
escalating use of IoT devices and the rising complexity of
network assaults that exploit their weaknesses. This study
makes a significant contribution to the area by addressing
the difficult characteristics of energy and radio metrics in
IoT security. It enables the development of more effective
and efficient security solutions. Subsequent research will
broaden this approach to encompass other categories of
attacks, therefore augmenting the dataset's
comprehensiveness and its efficacy in training more
sophisticated models.

Furthermore, it will be crucial to include actual IoT
deployment data in order to verify the suggested models
and guarantee their suitability in various and ever-
changing settings. In result, this study establishes the
foundation for developing IoT networks that are more
robust, energy-efficient, and secure, capable of enduring
ever-changing cyber risks.
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